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Wichtige Literatur

ORACLE

Robert C. Martin Series

PATTERNS OF
ENTERPRISE
APPLICATION
ARCHITECTURE

Clean Code

A Handbook of Agile Software Craftsmanship

Iron-Clad Java: Building
Secure Web Applications ..

Best Practices for Secure Java Web Application
Development

MARTIN FOWLER

Jim Manico

August Detlefsen
Contributing Author, Kevin Kenan Oracle
Technical Editor, Milton Smith Pn'.\‘s

Oracle Senior Principel Security Product Manager, Java

Foreword by James O. Copliefopyrighted Mater Robert C. Martin
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Wichtigkeit von Security bewusst machen!

Agilitat und Security T Wie geht das zusammen?
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https://creativecommons.org/licenses/by-sa/4.0/deed.en
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Wirklich sicher? Hacks kdnnen Leben verandern!

Troy Hunt oyhunt - 10. Dez
g Good insight into the human lmpact "Scared, dead, relieved: Ho'« the Ashley
Madison hack changed its victims' lives" fusion.net/story/242502/3a ..

ASHLEY
MADISSN

Life i s RQ?V‘,J youraffmr

G"mnodb,. I,,q""mhm
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Wirklich sicher? https://www.shodan.io

Troy Hunt @troyhunt - 9 Std
Internet of Things security is so bad, there's a search engine for
sleeping kids arstechnica.com/security/2016/._.

Ubersetzung anzeigen

“Internet of Things” security is hilariously broken and getting worse

Shodan search engine is only the latest reminder of why we need to fix 0T
security.

11.05.2016
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Wirklich sicher?Ver s c hl

.sselung Aa | a

This is some what simple

string inp = "hai";

StringBuilder strb = new 5tringBuilder();

foreach {(char s in inp)

{
int sin = s + 5;
char newch = (char)sin;
strb.Append{newch);

h

string output = strb.ToString();

Mow the output contains the encrypted string "min” (ie

Verschiebechiffre:
https://de.wikipedia.org/wiki/ROT13

-, o letters away from the original jin it
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Wirklich sicher? Nutzerverhalten!

17.3% Fatalistische Mutzer

(=)
®

7,7 % AuBenstehende Nutzer

328%
Gutglaubige Nutzer

427 %
Souverane Mutzer

https://www.sicher-im-netz.de/downloads/dsin-sicherheitsindex-2015
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Wir haben doch-Fiewal® ASecurity

ABOsef Requests AGuten Requests?

_ . Pote tiell.
AThe Great FI1 rewa Skls%me
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Dokumentation, Tests und Security fallen zuerst weg!

©

Dokumentation
% | X
"%,; ™ ¥ Security L Fests
Y  Features!

Features

O
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Entwickler vs. Security!

C D

‘ l:r.;l

v H
@ o

12 11.05.2016  Secure Software Engineering - Universitat Tiibingen ] NOVATEC



Qualitatals Ma s | o w Bysamiade

Selbst‘lichung

Soziales
Sicherheit A Secoe |\
DEPLOYABLE
FUNCTIONALLY 0K

Ma s | o w OPyranhide http://gojko.net/2012/05/08/redefining-software-quality

Grundbediirfnisse
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. &) OLUASP
OWASP Top 10 (2013) al s

Al - Injection

A2 - Broken Authentication and Session Management

A3 — Cross-Site Scripting (XSS)

A4 — Insecure Direct Object References

A5 - Security Misconfiguration

A6 — Sensitive Data Exposure

A7 — Missing Function Level Access Control

A8 — Cross-Site Request Forgery (CSRF)

A9 — Using Known Vulnerable Components

A10 - Unvalidated Redirects and Forwards

Merged with 2010-A7 into new 2013-A6 http://owasp.org
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Neue Herausforderungen flr Security

NoSQL
Big Data Storage

Map/Reduce
Computing

Mi - Mi - . .

Microservices
i R

af
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Big Data

Internet of Things (loT)




Neue Herausforderungen flr Security

Updateverteilung

Eigene Backend APlIs

3rd Party Backend APIs

Gerate-Interface (Hardware)

Geratespeicher Gerate-Interface (Web)

Firmware Sensoren

Cloud 3rd Party Backend APIs Datenschutz
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Gibt es nicht schon sichere Entwicklungsprozesse?

Microsoft SDLC

https://www.microsoft.com/en-us/sdl

Security @ Adobe

https://www.adobe.com/security/proactive-efforts.html

Training
& Certification

Abuse, Fraud & R Requirements
Incident Responses N 2 & Planning
& Monitoring . K

- v
T
e -
Deployment Staging Development
& Stabilization & Testing
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Next Stop: Sichere Agile Entwicklung
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Sichere Agile Entwicklung T Scrum Framework Elemente

http://guntherverheyen.com/2016/01/29/worrying-interpretations-of-scrum
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